Abstract-In cloud computing, organizations can form the cooperation to share the available resource to reduce the cost. This is referred to as the multi-organization cloud computing environment. In this paper, we address the issues of virtual machine management and cooperation formation in such an environment. First, for the cooperative organizations, the optimization problem is formulated and solved for the optimal virtual machine allocation so that the total cost is minimized. Then, the cost management based on cooperative game theory is applied to obtain the fair share of the cost. Second, the cooperation formation among organizations is analyzed using the network game. With the dynamic cooperation formation, the stable cooperation structure is obtained. Both cooperative virtual machine management and cooperation formation are intertwined, in which the proposed optimization and game models can be used to obtain the solution of the rational organizations to minimize their own costs.
I. INTRODUCTION
Cloud computing has been emerged to be the promising solution saving cost and generating more revenue for IT firms. Cloud computing can be considered as a large-scale distributed computing which is motivated by the economy of scale. As a result, cloud computing will be a dynamically-scalable pool of resources (e.g., computing power, storage, platform, and service) which are accessible by the users through the Internet [1] . Therefore, to achieve the advantage of cloud computing, one approach is to consolidate the computing service and create a resource pool which can be accessed by multiple organizations. This can be referred to as the multi-organization cloud computing environment which can be realized efficiently using the virtualization technology. In such an environment, the computing resource in private cloud (i.e., internal data center) and the service in public cloud (i.e., from service provider) can be shared which can reduce the total cost due to the increasing resource and service utilization. In multi-organization cloud computing environment, the virtual machine (VM) management will be the key component to allocate VMs to the private cloud, to outsource to public cloud, or to migrate to other data centers. More importantly, it is of interest for the organizations to determine whether they should form the cooperation or not. This will be driven by their cost which should be managed in a fair manner. Optimization and game theory will be the appropriate mathematical tools to analyze this situation.
In this paper, we introduce the cooperative VM management with VM allocation and cost management. First, the optimization problem of VM allocation is formulated and solved to obtain the optimal decisions of all cooperative organizations. This optimization considers the VM hosting and migration of for private and public cloud over multiple periods. Then, the cost management is introduced based on the cooperative game to obtain the fair division of total cost. The core solution and Shapley value are considered to be the solutions. Then, we analyze the cooperation formation among organization in this multi-organization cloud computing environment. When the organizations are rational to minimize their own cost, they may choose to cooperate with the selected organizations and implement the cooperative VM management. The dynamics of cooperation formation is studied in the context of the network game. The stable cooperation structure is obtained as the solution which is also coincidentally the Nash equilibrium of the self-interested organizations. The proposed VM management and the cooperation formation analysis will be useful for the cloud users especially from the economic perspective.
Note that this paper considers different scenario and extends the work in [2] where the cooperative game is also used to analyze the resource and revenue sharing in cloud computing. The differences between [2] and this paper are as follows: First, in [2] , the organizations form a resource pool and offer service as a public cloud to cloud user. Second, [2] considered the demand in single period instead of multiple periods as in this paper. Third, in [2] , only the group of cooperative organizations was considered and the structure of cooperation was not analyzed.
The rest of this paper is organized as follows. Related work are reviewed in Section II. Section III describes the system model and assumptions. Section IV presents the cooperative virtual machine management which is composed of virtual machine allocation and cost management. Section V presents analysis of cooperation formation among organizations to minimize their individual costs. Section VI presents the performance evaluation results. The paper is summarized in Section VII.
II. RELATED WORK
Cooperation is one of the important concepts to improve the utilization of the resource usage in distributed system. In [3] , the computational grid was designed with a distributed resource management scheme. With this scheme, the rational agents for managing the server farm were introduced in which they can form the cooperation to share available resource. The automated multiparty negotiation algorithm was used by these agents which are motivated by the economic value (e.g., revenue) of the cooperation. Similarly, the cooperation formation algorithm for the agent-based resource management architecture in computational grid was introduced in [4] . In this case, the cooperation is formed to share the resource to process the computing tasks from multiple computing grids so that the cost is minimized. The concept of virtual organization in computational grid was introduced [5] . With virtual organization, the available resource in the different computing grids can be shared among the self-organized and self-interested providers and the service is offered to the users. As a result, their profit can be maximized. This formation was modeled as a game to analyze the structure of formation. In [6] , the agent-based service composition scheme was developed. This scheme takes the fact of decentralized decision making, limited knowledge, and rationality of agents to cooperate into account. In [7] , the cooperative task scheduling was introduced. It was shown that it is always possible to obtain collaborative solution of the self-interested agents which can improve the global system performance.
Game theory has been applied to study different issues in utility computing (e.g., grid and cloud computing) [8] , [9] , [10] , [11] , [12] . For example, in [8] , a scheduling algorithm to guarantee QoS constrains in an open cloud computing framework was modeled as a game. The assignment of tasks to the available resources is obtained from Nash equilibrium. In [9] , the task allocation for computational grid is formulated as the cooperative game. The objective is to minimize the energy consumption with the constraint on processing deadline and architectural requirement. In [13] , the agreement settlement among internet service provider (ISP) was studied using cooperative game theory. The Shapley value is applied for the fair profit sharing. The proposed profit sharing can motivate any selfish ISP to apply the routing and connection management so that the Nash equilibrium among all ISPs can be achieved.
However, none of the works in the literature considered the cooperative virtual machine management from the game theoretic perspective. Also, dynamic cooperation formation was ignored in the multi-organization cloud computing environment. Cloud computing environment with public cloud service (i.e., virtual machine (VM) hosting) and private cloud (i.e., internal data center) is considered. There are multiple organizations in this cloud computing environment. The set of organizations is denoted by I = {1, . . . , I} where I is the maximum number of organizations. The VM allocation is performed over T periods, and each period has a fixed time interval (e.g., one day). Without loss of generality, organization i ∈ I has a private cloud infrastructure (i.e., data center) with a set of physical machines able to accommodate V i (t) VMs in period t ∈ {1, . . . , T } (i.e., internal capacity of organization i). Organization i has a computing demand defined as the number of required VMs denoted by D i (t). The cost of hosting VM in private cloud (e.g., power consumption cost) of organization i at period t is denoted by H i (t) $ per VM per period. Fig. 1 shows the example of cloud computing environment under consideration with two organizations.
III. SYSTEM MODEL

A. Cloud Computing Architecture
If the private cloud cannot host all demand, organization can outsource VMs to the service provider in public cloud. Service provider supports two subscription plans for VM hosting, i.e., reservation and on-demand. Reservation plan can be bought and it will be available for τ ≥ 1 periods. r i (t) denotes the capacity (i.e., number of reserved VMs) bought in reservation plan in period t. In this case, organization i can outsource r i (t) VMs to service provider in public cloud in periods t, t + 1, . . . , t + τ − 1. In contrast, on-demand plan can be bought instantaneously, and it will be available only for that period. o i (t) denotes the capacity bought in period t in which organization i can outsource o i (t) VMs to service provider to be hosted in on-demand plan only in period t. Service fees of reservation and on-demand plans charged by service provider to the organization (i.e., costs of organization) are denoted by F rs (t) and F od (t) $ per VM per period, respectively. Generally, the service fee of reservation plan per period is cheaper than that of on-demand plan (i.e., F rs (t)/τ < F od (t)), since the service is reserved in advance for multiple periods (e.g., similar to the whole sale). In addition, it can be assumed that H i (t) < F rs (t)/τ < F od (t).
B. Cooperative Virtual Machine Management
Organizations can establish the cooperation for virtual machine hosting for periods 1, . . . , T . With the cooperation, organizations can share their available resource of hosting VM and agree to perform the cooperative virtual machine management. The cooperation is denoted by θ = (i, j) where organizations i and j cooperate. The cooperation is symmetric, and, hence, (i, j) = (j, i). Given all organizations in set I, the set of cooperation (i.e., cooperation structure) is denoted by ζ ⊆ O where O is a set of all possible cooperation. For example, with 3 organizations (i.e., I = {1, 2, 3}), O = {(1, 2), (1, 3), (2, 3)}. If organizations 1 and 2 cooperate, the cooperation structure can be expressed as ζ = {(1, 2)}. Given the cooperation structure ζ, a set of cooperative organizations is denoted by
With cooperation θ = (i, j), VMs from organization i can be migrated and hosted within the capacity of organization j and vice versa. This VM migration can be performed when the instantaneously peak demand occurs in which the available capacity (i.e., private cloud, subscribed reservation and ondemand plans) of one organization is not enough to host all required VMs and some VMs will be "spilled over" to other organization with low demand. The number of migrated VMs from organization j to i in period t is denoted by m j,i (t). The cost incurred due to the VM migration (e.g., due to network bandwidth used for migration) from organization j to i is denoted by G j,i (t), where organization j will account for this cost. It is assumed that
Organizations with cooperation will perform VM hosting (i.e., host in private cloud or public cloud, or migrate to other organization) based on the cooperative VM management to achieve the lowest cost. These cooperative organizations can further participate in the cost management in which the total cost is divided among organizations in the fair manner. In the next section, the optimization problem will be formulated for the VM allocation and cooperative game will be applied for the cost management.
IV. COOPERATIVE VIRTUAL MACHINE MANAGEMENT
In this section, the cooperative virtual machine (VM) management is presented for a given set of cooperative organizations I ζ ⊆ I. Note that for ζ ̸ = ∅ (i.e., none of organization cooperate), I ζ = {i}. Cooperative VM management is composed of the VM allocation and cost management.
A. Virtual Machine Allocation
VM allocation is used to determine the number of VMs to be hosted in private cloud and in public cloud using reservation and on-demand plans, and the number of VMs to be migrated to other organization. Objective of all cooperative organizations is to minimize the cost while meeting the demand requirements. The optimization problem of the VM allocation can be formulated as in (1)- (5), where v i (t) is the number of VMs to be hosted in private cloud of organization i in period t. Objective in (1) is to minimize the cost of all cooperative organizations within cooperation structure ζ for all periods 1, . . . , T due to hosting VM in private cloud (i.e., v i (t)H i (t)), migrating and hosting VM from and to other organization (i.e.,
, buying reservation plan (i.e., r i (t)F rs (t) ) and on-demand plan (i.e., o i (t)F od (t)) from service provider in public could. Constraint in (2) ensures that the number of VMs to be hosted in private cloud does not exceed the capacity. Constraint in (3) ensures that the demand will be satisfied. Note that the term
indicates the total available capacity of reservation plan which is reserved in advance. Constraint in (5) indicates that the VM can be migrated only among organizations with cooperation θ = (i, j) ∈ ζ. Since the optimization problem defined in (1)- (5) is the linear programming, the standard method can be used to obtain the optimal solutions. Then, given the optimal solutions v *
, and m * i,j (t), the minimum cost defines the value of cooperation, i.e., v(I ζ ). This value of cooperation will be used in the cost management whose detail will be presented later in this paper.
The individual cost of cooperative organization i can be obtained from
In this case, cooperative organization i has to account for the migration cost of its emigrated VMs (i.e.,
, and the hosting cost of immigrated VMs (i.e.,
B. Cost Management
The cost management is introduced to divide the total cost of cooperative organizations in the fair manner. Two concepts of the fair cost management are adopted from the cooperative game theory, i.e., the core solution and Shapley value [14] .
1) The Core Solution:
The core solution of the cooperative game of cost management is defined as follows [15] :
T is a vector of costs of cooperative organizations. Two important properties of the core solution making it suitable for the cost management in cooperative VM management are the efficiency and rationality. For the efficiency, the cost of all cooperative organizations will be equal to the value of cooperation, i.e., ∑ i∈I ζ
That is, the costs of all organizations achieve the lowest total cost. For the rationality, the cost of all cooperative organizations must be equal to or less than those of all subcooperation, i.e., ∑ i∈S c i ≤ v(S), ∀S ⊆ I ζ . That is, the organization will not account for the cost higher than that of other alternative cooperation.
To obtain the core solution, the cooperative VM management defined in (1)- (5) can be considered as the linear programming game [15] . First, the optimization problem defined in (1)- (5) can be expressed in the matrix form as follows:
T is a vector of private cloud's capacity and organization's demand. H is a matrix of positive/negative ones and zeros corresponding to the constraints defined in (2)-(5). Negative ones in matrix H and −D i (t) in ⃗ b are used to change the inequality constraint from ≥ in (3) to ≤ in (9) . Note that the decision variable
m i,j (t) for (i, j) / ∈ ζ can be omitted from the formulation since its value is always zero. ⃗ 0 is a vector of zeros.
Then, the core solution can be obtained by solving the dual problem defined as follows [15] :
subject to
where ⃗ y is a vector of dual variables representing the shadow prices of cooperative organizations and periods 1, . . . , T . Let ⃗ y * be a vector of optimal dual variable. The core solution of cooperative VM management can be obtained from
where ⃗ b i is a vector with the elements associated the with capacity and demand of organization i only [15] .
] T denote a vector of solutions of (14), then ⃗ c * ∈ C [15] . Note that the core solution can be obtained if the optimization problem defined in (1)- (5) is feasible.
2) Shapley Value: Shapley value can be considered to be an alternative to the core solution of the fair cost management. Given the value of cooperation structure v(·) obtained from (1), the Shapley value can be obtained as follows:
(15) Shapley value is suitable for the cost management of cooperative VM management due to the efficiency, individual fairness, symmetry, and uniqueness. For efficiency, similar to that of the core solution, the costs of all cooperative organizations must be minimum, i.e., ∑ i∈I ζ
For individual fairness, the Shapley value guarantees the cost to be equal to or lower than the value of individual organization, i.e., ϕ i (v) ≤ v({i}) for all i ∈ I ζ . For symmetry, Shapley value is indifferent for the equivalent organizations. Finally, Shapley value is unique solution of any cooperative game which is desirable for the cost management of all cooperative organizations to agree on.
The VM allocation and cost management are performed given that the organizations in I ζ agree to cooperate. However, the important question is: how the organization will form cooperation which leads to I ζ ? In the next section, cooperation formation among all organizations in I will be analyzed.
V. COOPERATION FORMATION When the organizations are self-interested to minimize their own cost, they can rationally choose to cooperate in virtual machine (VM) management. That is, all organizations in I can participate and form different cooperation among each other. In this section, the cooperation formation of organizations will be analyzed given the individual cost obtained from VM allocation and cost management.
A. Cooperation Model
The cooperation formation of VM management can be modeled as the network game [16] which can be described as follows: The players are organizations whose set is I for |I| ≥ 3. The strategy of each player is to establish the link (i.e., cooperation) with other players. The link between players i and j is denoted by l i,j where l i,j = 1 if the link is valid, and l i,j = 0 otherwise. In this case, organizations or players can be considered as the vertices, while cooperation is the link or edge of the undirected graph. The strategy space of player i is defined as
The cooperation structure ζ defined in Section III-B can be uniquely mapped into this undirected graph. In particular, the link can be defined based on the cooperation structure as follows:
and vice versa. Let π i denote the cost of organization i obtained from the VM allocation and cost management. This cost is defined as π i for which π i = C ind i , π i = c * i , or π i = ϕ i when the individual cost of VM allocation, the core solution, or Shapley value of cost management obtained respectively from (6), (14) , and (15) is applied. In other words, the cooperation formation is independent of VM management and can adopt different solution concepts. The Nash equilibrium of the cooperation formation can be defined based on the following condition:
where l i ∈ L i is the strategy of player i, l * i ∈ L i is the Nash equilibrium, and l * −i ∈ ∏ j∈I\{i} L j is the Nash equilibrium of all players except player i. In this case, cost π i (·) is defined as the function of strategies of all players. The stability of the cooperation formation will be analyzed using the dynamic model of Markov chain.
B. Dynamics of Cooperation Formation
Organization makes decision of cooperation formation periodically at iteration k = 1, 2, . . .. In this case, the state of the formation is defined as the strategy profile adopted by all organizations (i.e., links). At each iteration, organization randomly decides to evaluate and switch to the new strategy. The strategy l i (k) of organization i in iteration k is obtained from
where
is the strategy of all organizations except organization i in iteration k − 1. The strategy update defined in (18) is referred to as the myopic best response. That is, the organization i chooses the best strategy given the knowledge of strategies of other organizations in the previous iteration. Apart from the best response, we assume that the organizations can make mistakes or irrationally switch the strategies with small probability ϵ. Discrete-time Markov chain is used to model above strategy adaptation of the cooperation formation [16] . The state space of this Markov chain is defined based on all links of all organizations as follows: Ω = ∏ i∈I L i , where again it is assumed that l i,j = l j,i . Note that strategy l i is part of the state ω ∈ Ω where strategy l i contains the links of organization i only. The transition probability of this Markov chain can be obtained as follows: First, the current state ω = (. . . , l i,j , . . .) ∈ Ω and the next state ω ′ = (. . . , l ′ i,j , . . .) ∈ Ω are defined where l i,j and l ′ i,j are the strategies of organizations i and j at the current and next states, respectively. Given the current state ω and the next state ω ′ , the set of organizations whose strategies are changed can be defined as follows:
Then, the transition probability from state ω to ω ′ can be defined as follows:
where λ is a probability of organization to update its strategy in a iteration. β i (ω, ω ′ ) is the best-reply rule defined as the function of the current and the next states and can be defined as follows:
π i (ω) is the cost defined as the function of strategies of all players (i.e., state of cooperation formation). The bestreply rule defined in (21) indicates that the player will switch the strategy if it yields lower cost. However, player can occasionally be irrational with small probability ϵ.
It is shown that this Markov chain is aperiodic and irreducible. Therefore, there is the unique stationary probability [16] which can be used to determine the stable formation. Let P denote the transition probability matrix whose element is P ω,ω ′ defined in (20). The stationary probability p ω is the probability that at the steady state, the cooperation formation will be at state ω. The stationary probability vector
T can be obtained by solving the following equations:
where T denotes transpose operator, and ⃗ 1 is a vector of ones. For ϵ → 0 (i.e., organizations make less and less irrational decisions), there will be the state ω † where p ω † > 0. This state is stochastically stable [16] . In addition, any stochastically stable state which is also the absorbing state coincides with the Nash equilibrium [16] . At this absorbing state of cooperation formation, none of organizations can switch the strategy to gain lower cost. To this end, the stochastically stable state can be uniquely mapped into the stochastically stable cooperation structure as follows: We consider multi-organization cloud computing environment with 3 organizations. The virtual machine (VM) management is to perform over 10 periods (i.e., 10 days). The demand (i.e., number of required VMs) of each organization is shown in Fig. 2 . Each organization has its own private cloud with capacity of 45 VMs. Service provider in public cloud offers the VM hosting in reservation and on-demand plans. The service in reservation plan will be available for 3 periods. The cost of hosting VM in private cloud is 0.1$ per VM per period. Cost of migrating VM is 0.01$ per VM. The service fees of reservation and on-demand plans of public cloud are 0.2 and 0.45$ per VM per period, respectively. The maximum number of VMs to be migrated is equals to the capacity of private cloud. For the cooperation formation, organizations make irrational decision with a probability of 10 −6 . For a comparison purpose, we also consider the loosely cooperative VM management based on symmetric sharing scheme. The detail of the symmetric sharing scheme is presented in Appendix. In short, this symmetric sharing scheme allows cooperative organizations to share the capacity for hosting VM. However, the number of VMs migrated to other organization must be equal to that migrated from other organization (i.e., number of emigrated VMs equals to number of immigrated VM) over the periods 1, . . . , T . 
VI. PERFORMANCE EVALUATION
A. Parameter Setting
B. Numerical Results
1) Solution of Virtual Machine Management:
First, we consider the optimal solution of cooperative VM management when all organizations cooperate. Fig. 3(a) shows the number of reserved VMs (i.e., service capacity of reservation plan) by different organizations. The number of reserved VMs depends on the demand. For example, in periods 1-3, organization 1 reserves some VMs since its demand is large. Similarly, later (i.e., periods 4-8), organization 3 reserves many VMs due to its high demand. Fig. 3(b) shows the number of ondemand VMs (i.e., service capacity of on-demand plan). Since the organization can buy service in the on-demand plan to accommodate instantaneous demand, the VMs are bought in on-demand plan occasionally in some periods only (e.g., in periods 4, 7, and 10). Fig. 3(c) shows the number of migrated VMs from other organizations. Again, the VMs are migrated according to the demand. In the first few periods (i.e., periods 1-3), since the demand of organization 3 is low, other organizations, especially organization 1, migrate many VMs to organization 3. In contrast, later (i.e., periods 6-10), demand of organization 1 becomes small, and, hence, the number of migrated VMs to organization 1 is high. These migrated VMs are mostly from organization 3 whose demand increases during periods 6-10. 4 shows the total costs of three organizations under different VM management under varied demand of organization 1 during periods 6-10. As expected, without cooperation, the total cost is the highest, since the available resource (i.e., private cloud and reservation plan) cannot be shared among organizations. The symmetric sharing scheme (i.e., loose cooperation) in which the number of immigrated and emigrated VMs over time horizon are equal, can reduce the total cost. However, the tight cooperation (i.e., optimizationbased) can achieve the optimal solution in which the total cost of all organizations is the lowest.
Based on the results in Figs. 3 and 4 , we observe that the proposed cooperative VM management can achieve lower cost than that without cooperation. Since the VMs can be migrated from high demand to low demand organization dynamically, the computing resource in private cloud and service of reservation plan in public cloud can achieve higher utilization,.
2) Impact of Demand to Cost: Next, we investigate the impact of demand of one organization (i.e., organization 1) when all organizations cooperate. The number of reserved VMs, on-demand VMs, and migrated VMs are shown in Figs. 5(a), (b) , and (c), respectively. As expected, as the demand of organization 1 increases, the number of reserved VMs of organizations increases. However, the reserved VMs of organizations 2 and 3 increase and become constant after demand of 260 VMs. Only that of organization 1 keeps increasing. This is due to the fact that there is the cost of VM migration. Therefore, the organizations 2 and 3 whose demands are constant will not be affected by the increasing demand of organization 1, since it is cheaper for organization 1 to reserve VMs from service provider in public cloud directly. In Fig. 5(b) , the number of on-demand VMs of organizations 2 and 3 are not significantly affected by the increase of demand of organization 1. Note that although the demand of organization 1 increases, the number of on-demand VMs of organization 1 remains zero since the service fee of ondemand plan is higher than that of reservation plan, and organization 1 will reserve more VMs from reservation plan instead ( Fig. 5(a) ). As expected, in Fig. 5(c) , the number of VMs migrated to organization 1 decreases as the demand in periods 6-10 increases. Again, the number of VMs migrated to organizations 2 and 3 are slightly affected by the increasing demand of organization 1 .
Then, we analyze the effect of cost management. Figs. 6(a) and (b) show the costs of cooperative organizations without and with cost management, respectively. We observe that without cost management, the costs of organizations 2 and Cost of each organization (a) without cost management (i.e., individual cost), and (b) with cost management (i.e., the core solution) under varied demand of organization 1 during periods 6-10. 3 can be affected by the increase in demand of organization 1. It is possible that the costs incurred to organizations 2 and 3 become unfair. In particular, the cost from cooperation is higher than that without cooperation although the demand of organizations 2 and 3 remain constant. As a result, these organizations 2 and 3 may not form the cooperation. The cost management is introduced to divide the cost fairly. Consequently, as shown in Fig. 6(b) , the costs of organizations 2 and 3 are only slightly affected by the demand of organization 1. More importantly, their costs do not exceed those without cooperation. Therefore, the cooperation can be maintained among them. Note that Fig. 6(b) shows the costs from the core solution. However, the Shapley value and the symmetric sharing scheme yield the similar results and they are omitted for brevity of the paper.
3) Impact of Cost of Virtual Machine Migration: Fig. 7 shows the number of reserved VMs, number of on-demand VMs, and number of migrated VMs under different cost of VM migration. As expected, as the VM migration cost increases, the organizations become reluctant to migrate the VMs, and, hence, the number of migrated VMs decreases. Alternatively, organizations prefer to reserve and buy on-demand VMs from public cloud. Note that the similar trend is observed when the service fees of reservation or on-demand plan increase.
4) Cooperation Formation: Then, the cooperation formation is investigated. The cost matrices from the cooperation with cost management based on the core solution and Shapley value are shown in Tables I and II. Given the cooperation and cost management among organizations, different cooperation structures can be stable. For example, with the core solution, ζ 3 , ζ 6 , and ζ 8 are stable since their stationary probabilities are greater than zero. In this case, ζ 3 is stable since organization 3 can achieve the lowest cost regardless of organization 1, while ζ 6 and ζ 8 , organization 1 can achieve the lowest cost. If the cooperation formation reaches any of these structures, none of organizations can improve their costs without incur higher cost to other organizations. Therefore, these cooperation structures are stable. We observe the similar effect for the cost management based on Shapley value. Although in the case of Table I , both the core solution and Shapley value yield the same set of stable cooperation structures, it is not necessary. This is shown in Table II in which the demand of organization during periods 1-6 increases. The cost management based on the core solution and Shapley value yields the different sets of stable cooperation structures. The analysis of the cooperation formation will be useful in this case to determine which cooperation should be formed by the organizations so that none of them want to deviate.
VII. SUMMARY
In cloud computing, organizations can cooperate to share the computing resources so that their costs are minimized. Virtualization technology can be adopted to facilitate this sharing. In this paper, we have introduced the cooperative virtual management management to allocate virtual machines of each organization to the available resources. Three resources have been considered, i.e., private cloud, reservation and ondemand plans of the service provider in public cloud. We have formulated the optimization model to obtain the optimal virtual machine allocation. Also, the cost management for cooperative organizations based on the core solution and Shapley value of cooperation has been proposed. Then, based on the cooperative virtual machine management, we have studied the cooperation formation of organizations. The network game approach has been adopted for the analysis. It is found that the stable cooperation formation which is the Nash equilibrium of the rational organization can be obtained from Markov chain model. For the future work, the stochastic nature of demand will be considered.
APPENDIX Loosely Cooperative Virtual Machine Management
We also consider the loosely cooperative virtual machine management with the symmetric sharing scheme. In this case, the organizations establish cooperation to share the capacity and allow VM migration. However, in periods 1, . . . , T the number of VMs migrated from any organization must be equal to the number of VMs migrated to this organization. This symmetric sharing scheme ensures that the cooperation will be fair, since all organizations will host the same number of VMs from other organizations as that they migrate to. The symmetric sharing scheme is based on the similar optimization formulation defined in (1)-(5). However, the following constraint is added:
where I ζ is a set of (loosely) cooperative organizations. The optimal solutions of optimization problem with objective function as defined in (1) 
